Quan ly khong gian dia chi

Chuyén déi sang IPv6




Tai sao chung ta can dung lwong dia chi Ién hon?

Dan so6 Internet
— Khoang 973 triéu ngw®i dung vao thang 11 nam 2005.
— Dan s6 mé&i ndi va khdng gian dia ly chinh tri

Ngwéi dung di dong
— PDA, bang vé dién tt, sb tay, v.v.
— Khoang 20 triéu vao nam 2004.

Dién thoai di déng
— Nganh céng nghiép dién thoai di ddng da ban ra thi trwdng hon 1 ty chiéc.

Van tai
— Dw bao sé c6 1ty 6 t6 ban ra vao nam 2008.
— Truy cap Internet trén may bay, vi du nhw hang Lufthansa.
Thiét bj tiéu dung
— Sony da yéu cau tat ca cac san pham cda minh phai hd tro' IPv6 vao nam
2005.
— Hang ty thiét bi gia dung va céng nghiép



Tai sao nén sw dung IPv6?

* The main reason is that there simply aren’t enough IPv4 address available!
* There are 4,294,967,296 (2%) IPv4 addresses available.

* When IPv4 was being designed 30 years ago, the creators had no idea the Internet would be
as large as it is today.

* VLSM, private IPv4 addresses, and NAT have been used to conserve the use of IPv4
address space.

* Those are short-term solutions.

* The long-term solution is IPv.



IPv4 va IPv6

IPv4: 4 octets

11000000.10101000.11001001.0111000
192.168.201.113

4. 294 467,295 |IP addresses

IPv6: 16 octets

11010001.11011100.11001001.01110001.11010001.11011100.
11001100.01110001.11010001.11011100.11001001.01110001.
11010001.11011100.11001001.01110001

A524:72D3:2C80:DD02:0029:EC7A:002B:EA73
3.4 x 1038 |IP addresses




Heé thap luc

phan
Decimal Binary | Hexadecimal Decimal Binary | Hexadecimal

0 0000 0 10 1010 A
1 0001 1 11 1011 B
2 0010 2 12 1100 €
3 0011 3 13 1101 D
4 0100 4 14 1110 E
0 0101 5 15 1111 F
6 0110 6
7 0111 7
8 1000 8
9 1001 9




IPv6

* An |IPv6 address is 128 bits.
* 4*the bits of an IPv4 address = 4*the number of possible addresses? NO
* Every additional bit doubles the number of possible addresses.

* There are 340,282,366,920,938,463,463,374,607,431,768,211,456 |Pv6 addresses.
TREIE AT . vee e e et et e eeeaeaa 4,294,967,296 IPv4 addresses.

» Example IPv6 address in binary:
001000000000000100001101101110000101100100010111111010101011110101100101011
00010000101111110101011001001001011010101100110111101

-52001:0DB8:5917:EABD:6562:17EA: C92D:59BD /64
1 2 3 4 ) 6 I 8



CAU TRUC DIA CHi IPv6

23 132 /48 164

i : ' ‘ 14
2001 0DB8 | ! Interface 1D §

Registry —»
ISP Prefix ——»" |
Site Prefix >
Subnet Prefix

+ Khéng gian IPv6 dugc quy hoach theo khéi ngay tir dau. Cac khoi IP
l&n sé dwoc cap cho cac co quan quan Iy IP cap ving (cac Registry,
nhw ARIN hay APNIC,...); cac co quan nay lai chia thanh céc khdi nhd
hon va cap xubng cho cac ISP; céc ISP lai tiép tuc thye hién chia nhd
va cap xudng cho cac doanh nghiép; cudi cling, doanh nghiép sé chia
nhd khoi IP dwoc cap thanh cac subnet.

* Dia chi IPv6 khéng str dung subnet — mask trong khai bao dia chi ma
chi s dung dinh dang prefix - length, vi du:

\2001 11111:2222:3333:4444:5555:6666:7777/64.




Tim do6 dai tién to

Typically, an enterprise requesting IPv6 addresses from their ISP will receive a /48 block.

Typically, IPv6 subnets use a /64 prefix length.

That means an enterprise has 16 bits to use to make subnets.

The remaining 64 bits can be used for hosts.

2001:0DB8:8B00:(0001[:/0000 :0000:0000:0001|/64

) 4
48-hit ‘global routing prefix’ v 7
assigned by the ISP _ , - - , -
16-bit ‘subnet identifier’, used 64-bit ‘interface identifier’, the
by the enterprise to make host portion of the address
various subnets &



Cac tinh nang

Khong gian dia chi I&n hon: Tiéu de don gian hon:
- Kha néng tiép can va tinh linh + Hiéu qua dinh tuyén

hoat toan cau
- » Kha nang m¢& rong hiéu nang va

« Ty ddng cau hinh tdc do chuyén tiép

- Cam la chay - Khéng c6 chwong trinh phat
SR ’ : sdng nao
IPv4 Header IPv6 Header

- s Total Length
Service

Fragment
Offset

- Tiéu dé mé rong
Traffic Flow Label
- Sw phong phu cla qua trinh
- Xép chong kep

* 6to4 va dwong ham dieu khién
bang tay

- Ban dich

|dentification

'g " Field’s Name Kept from IPv4 to IPv6
@ [ Fields Not Kept in IPvé

g’ - Name and Position Changed in IPv6
=l [ New Field in IPv6




Biéu dién dija chi IPv6

Dinh dang:
o XIXIXIXIXIX:X:X , trong d6 x la trwwdng thap luc phan 16 bit

— Khéng phan biét chir hoa chir thworng doi véi cac chir cai A, B, C, D, E
va F trong hé thap luc phan.

« Cac s6 0 dirng dau trong mot trwedng la tuy chon.

- Cac day sb 0 lién tiép co thé dwoc biéu dién dwdi dang :: chi mot 1an cho méi
dia chi.

Vi du:
» 2031:0000:130F:0000:0000:09C0:876A:130B
— C6 thé dwoc biéu dién dwdi dang 2031:0:130f::9¢0:876a:130b
— Khéng thé dwoc biéy dién dwoi dang 2031::130f::9¢0:876a:130b
* FF01:0:0:0:0:0:0:1.FF01::1
* 0:0:0:0:0:0:0:1 ::1_
* 0:0:0:0:0:0:0:0 ::



Cac loai dia chi IPv6

* Unicast:
— Dia chi nay danh cho mét may chu giao dién duy nhat.
— |IPv6 c6 3 loai Unicas .
Global Unicast cung dia chi IP cong céng IPv4
Link-local : tw ddng theo lién két
Unicast cuc bd duy nhat: cung dia chi IP riéng IPv4
* Pa hwéng:
— Mét-nhiéu
— Giup str dung mang hiéu qua hon.
— S dung pham vi dia chi Ién hon
* Anycast :
— Phan bd dia chi tr mdt dén gan nhét (t khéng gian dia chi unicast)
— Nhiéu thiét bj cung chia s& mét dia chi.
— TAt ca cac nat anycast nén cung cap dich vu ddng nhét.
— Cac thiét bi ngudn gtri géi di¥ liéu dén dia chi anycast.
— B6 dinh tuyén sé& quyét dinh thiét bi gan nhat dé dén dwoc dich dé.

— Thich hO’i cho cac dich vu can béni tai va ihén ihéi noi duni.



Dia chi Unicast IPv6

» Cac loai dia chi unicast IPv6:
— Toan cau: Bat dau véi 2000::/3 va dwoc IANA chi dinh.
— Lién két cuc bd: bat dau bang FE80::/10)
— Pdc nhat — Unicast cuc bo

- M6t giao dién duy nhat c6 thé dwoc gan nhiéu dia chi IPv6
thudc bat ky loai nao: unicast, anycast hoac multicast.




IPv6 Global Unicast

123 [32 148 164
! [ g
2001 | 0DB8 | Interface ID S
Registry —p 5 5
ISP Prefix ———»

v

Site Prefix
Subnet Prefix >

IPv6 c6 cung dinh dang dia chi cho dia chi unicast toan cau va
dia chi anycast.

= St dung tién t6 dinh tuyén toan cau — mot cau trdc cho phép téng hop
th(“),ng tin 1én trén, ]
cuoi cung la dén nha cung cap dich vu Internet (ISP).

= G0i tin unicast toan cau bat dau vai 3 bit 001-> 2000::/3

= M&i giao dién hd tro IPv6 déu chia it nhat mot dia chi loopback (::1/128)
va moét dia chi link-local.

= Tuy chon, méi giao dién cé thé cé nhiéu dia chi cuc bd va toan cau duy nhét.



< 128 Bits

v

Interface ID
< 64 Bits

327P_153

v

1111 1110 10

FE80::/10

10 Bits

= Dia chilién két cuc bd co pham vi gigi han trong lién ket do va dwoc tao dong
trén tat ca cac glao dién IPv6 bang cach s dung tién t6 lién két cuc bd cu thé
FEB80::/10 va ma dinh danh giao dién 64 bit.

= Dia chi lién két cuc bd dwoc sty dung dé cAu hinh dia chi tw dong phat hién

Iang giéng va phat hién bo dinh tuyén. Dia chi lién két cuc bo cling dwoc nhiéu
giao thirc dinh tuyén s dung.

= Khi glao tiép v&i dia chi lién ket cuc b, ban phai chi dinh giao dién dau ra vi
moi giao dién déu dwoc két ndi véi FES0::/10.



Pia chi lién két cuc b

Link-local IPv6 addresses are automatically generated on IPv6-enabled interfaces.

Use command R1(config-if)# ipvé enable on an interface to enable IPv6 on an interface.

Uses the address block FE8@: : /10 (FE80:: tO FEBF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF)
However, the standard states that the 54 bits after FE80/10 should be all 0, so you won't see
link local addresses beginning with FE9, FEA, or FEB. Only FES.

The interface ID is generated using EUI-64 rules.




Poc nhat — Unicast cuc bd

Twong tw nhw dia chi IP riéng v4.

Bat dau véi FC00::/7

Trwde Unique, nd 1a cuc bd cla trang web va bat dau bang FEC0::/10
Unique thay thé cho site local




Pa hwéng

= FFO00::/8 twong dwong voi l&p D trong 1Pv4.

Purpose IPv6 Address IPv4 Address
(funcﬁcllnnsolcillfs /g]::)?jcast) BROZs 12 214.9-p4
All routers EE02:12 224.0.0} 2
All OSPF routers FFO2: 15 224.0.0.5
All OSPF DRs/BDRs FFO2: {6 224.0.0.6
All RIP routers FFO2: 19 224.0.0.9
All EIGRP routers FFO2: {A 224.0.0.10

_




Pham vi dia chi daicast

* |Pv6 defines multiple multicast ‘scopes’ which indicate how far the packet should be forwarded.

* The addresses in the previous slide all use the ‘link-local’ scope (FF82), which stays in the local
subnet.

* |Pv6 multicast scopes:
- Interface-local (FFO1): The packet doesn’t leave the local device. Can be used to send
traffic to a service within the local device.

- Link-local (FF@2): The packet remains in the local subnet. Routers will not route the packet
between subnets.

- Site-local (FF@5): The packet can be forwarded by routers. Should be limited to a single
physical location (not forwarded over a WAN)

— Organization-local (FF@8): Wider in scope than site-local (an entire company/organization).

— Global (FFOE): No boundaries. Possible to be routed over the Internet.




Pham vi dia chi daicast

Organization-local scope Global scope

Site-local scope

- & -)1(-
O P
WAN connection
- s ( ) Qb

PC1

-5
«
O p 2=




* Anycast is a new feature of IPv6.

* Anycast is ‘one-to-one-of-many’

* Multiple routers are configured with the same IPv6 address.
- They use a routing protocol to advertise the address.
- When hosts sends packets to that destination address, routers will
forward it to the nearest router configured with that IP address (based
on routing metric).

* There is no specific address range for anycast addresses. Use a
regular unicast address (global unicast, unique local) and specify it as
an anycast address:

R1(config-if)# ipv6 address 2001:db8:1:1::99/128 anycast

Routing schemes

Unicast

)

o
o O

(0]

Broadcast

)
&—e
<o

Multicast







Gan dia chi Unicast toan cau IPv6

123 132 148 164
! [ g
2001 | ODB8 | Interface ID g
Registry —p 5
ISP Prefix ———»
Site Prefix >

Subnet Prefix > i

= Gan tinh
— Gan ID giao dién tha céng
— Gan ID giao dién EUI-64
* Phan cong dong
= Tw ciu hinh khéng trang thai
» DHCPV6 (co trang thai)



Tw cau hinh khéng trang thai

1. Router Solicitation
Requests Prefix

— —> —>

301P_4568

“— — —
3. Host Autoconfigured Address: Sends Network-Type Information
Prefix Received + Link-Layer Address (Prefix, Default Route, ...)

2. Router Advertisement




Ma dinh danh giao dién IPv6 EUI-64

1 = Universally Unique
U/L Bit 000000UG Where U = _
0 = Locally Unique

U=1

Modified EUI-64 Address 02 | 90 | 27 g a= 17 | FC | OF

314P_147

= Cisco co thé st dung dinh dang EUI-64 cho ma dinh danh giao dién.

= Dinh dang nay mo rong dia chi MAC 48 bit thanh 64 bit bang cach
chén chudi “FFFE” vao 16 bit & gilra.

= D& dam bao dja chi dwoc chon la dia chi MAC Ethernet duy nhat, bit
U/L dwoc dat thanh 1 cho pham vi toan cuc (0 cho pham vi cuc bd).



2001:db8:0:0::/64

EUI stands for Extended Unique Identifier

(Modified) EUI-64 is a method of converting a MAC address (48
bits) into a 64-bit interface identifier.

This interface identifier can then become the ‘host portion’ of a
/64 1Pv6 address.

How to convert the MAC address:
« 1: Divide the MAC address in half
2001:dbg0 264 1234 5678 90AB-> 1234 56 | 78 90AB

2: Insert FFFE in the middle
1234 S56FF FE78 90AB

3: Invert the 7" bit
1234 56FF FE78 90AB - 1034 56FF FE78 90AB

X 2

001D — > 0000




DHCPv6 (Co6 trang thai)

DHCPvV6 la phién ban cap nhat cua DHCP danh cho
IPv4:

 H6 tro dia chi mai

- Cho phép kiém soat tdt hon so v&i cau hinh tw ddng khéng trang
thai.

- C6 thé dung dé danh sd lai.

» Co thé dwoc st dung dé dang ky tén mién tw dong cho may ch
bang DNS déng.




Giao thirc dinh tuyén IPv6

Autonomous System 50100 Autonomous System 50200

n S

Exterior gate

protocols (EGPs)

= Cac loai dinh tuyén IPV6: ;o atoway ®6P)

protocols (IGPs)
— Tinh (RIPv2, EIGRP, OSPF)

— RIPng (RFC 2080)

— OSPF v3 (RFC 2740)

— 1S-IS cho IPv6

— MP-BGP 4 (RFC 2545/2858)
— EIGRP cho IPv6

= Lénh ipv6 unicast-routing la can thiét dé kich hoat
IPv6 trwwédc khi cau hinh bat ky giao thirc dinh tuyén nao.




Giao thirc OSPF phién ban 3 (OSPFv3)

(RFC 2740)

Twong tw nhw IPv4

» Co ché van twong tw, nhwng phan bén trong clia giao thirc da
dwoc viét lai hoan toan.

Cac tinh nang dwoc cap nhat cho IPv6

- Moi nglr nghia danh riéng cho IPv4 déu bi loai bd.
Mang theo dia chi IPv6
Dia chi lién két cuc bd dwoc st dung lam nguén

Van chuyén IPv6

Giao thtrc OSPF cho IPv6 hién la mét tiéu chuan duoc IETF dé
xuat.



Chuyeén doi tir IPv4 sang IPv6

IPv6 6to4 6to4 IPv6
Host Router Router Host

L

IPv6 IPv4 IPv6
’ - Network < Network - Network
~ . ___.-j -~
/
IPv6 Traffic

Sw phong phu trong qua trinh chuyén déi ¢é nghia la:

= Khdng c6 ngay cd dinh dé chuyén doéi; khéng can phai chuyén ddi tat ca cung mot
lac.

= C6 nhiéu co’ ché chuyén ddi khac nhau:
— Xép chéng kép
— Pudng ham diéu khién bang tay
— Puong ham 6to4
— Puong ham ISATAP
— Puong ham Teredo
= Cac co ché twong thich khac nhau:
— Proxy va dich thuat (NAT-PT)
S

014G_012

\J

\4':



Cisco |0S Dual Stack

IPv4

IPv4 o
Internet 7,
IPv6
Internet
\:fJ

Kién truc dual stack 1a mot phwong phap tich hgp trong d6 mot nat
mang c6 kha nang trién khai va két ndi v&i cd mang IPv4 va IPv6.




Cisco 10S Dual Stack (Tiép theo)

Dual-Stack

Router1
interface ethernetl

IPv6 and IPv4
< Network - ip address 192.168.99.1 255.255.255.0

& j o ipv6é address 3ffe:b00:cl18:1::3/127

conf t
ipv6é unicast-routing

014G_013

IPv4: 192.168.99.1
IPv6: 3ffe:b00:800:1::3

Khi ca IPv4 va IPv6 dwoc géu hinh trén cung moét giao dién, giao dién
dé duwoc coi la giao dién ho tro ca hai IPv4 va IPv6.




Pwdng ham IPv6

[1Pv6 Header| IPv6 Data | [1Pv6 Header| I1Pv6 Data |
s Y Dual-Stack Dual-Stack | -
Router Router STt
S IPv6 IPv4 IPv6 2
Network Network Network g
<& <
IPv6 Host IPv6 Host

Tunnel: IPv6-over-IPv4 packet
[I1Pv4 Header | IPv6 Header | IPv6 Data |

Puwdng hdm (tunneling) 1a mét phwong phap tich hop trong do goi tin IPv6 dwoc
dong goi bén trong mét giao thirc khac, chang han nhw IPv4. Phwong phap dong
goi nay la IPv4.
= Bao gdm tiéu dé IPv4 20 byte khong cé tuy chon va tiéu dé IPv6 cung di liéu tai
trong.
= Yéu cau bd dinh tuyén hé tro’ ca giao thirc mang va hé diéu hanh (dual-stack).




Ban dich—NAT-PT

NAT-PT
|y Osd %ﬁl: L Node D:
ve-Only Network —
2001:db8:ffff:1::1 192.0.30.1
=-==192.0.2.1
SrcAddr DestAddr —_— SrcAddr DestAddr g
2001:db8:ffff:1::1 2001:db8:ffff.ffff::a | NAT-PT Translation 192.0.2.2 192.0.30.1 g

* Giao thirc dich NAT (NAT-ProtocoI Translation - NAT-PT) 1a mot co ché
dich nam gira mang IPv6 va mang IPv4.

- Nhiém vu cta bd chuyén dbi la dich cac gdi tin IPv6 thanh gai tin IPv4 va
nguoc lai.




Kich hoat IPv6 trén bd dinh tuyén Cisco

RouterX (confiqg) #

dinh tuyén unicast ipvé

= Cho phép chuyén tiép lwu lwong IPv6

RouterX (config-if) #

dia chi ipv6é tién té ipvé6 / dé dai tién td eui-64

= Cau hinh dia chi IPv6 cua giao dién




Vi du vé cau hinh dia chi IPv6

LAN: 2001:db8:c18:1::/64

Ethernet O

ipv6é unicast-routing
interface EthernetO
ipv6é address 2001:db8:cl8:1::/64 eui-64

— MAC address: 0260.3e47.1530

/]

RouterX# show ipvé interface EtherpftO ‘l
EthernetO is up, line protocol igup
IPv6 is enabled, link-local address is FE80::260:3EFF:FE47:1530
Global unicast address(es):
2001:DB8:C18:1:260:3EFF:FE47:1530, subnet is 2001:DB8:C18:1::/64
Joined group address(es):
FF02::1:FF47:1530
FF02::1
FF02::2
MTU is 1500 bytes

327P_106




Cau hinh dinh tuyén tinh cho IPv6

RouterX (config) #ipv6 unicast-routing
RouterX (confiqg) #ipv6é route prefix/prefix-

dé dai [ ip next-hop|giao dién dau ra ]




Cau hinh OSPFv3 trong phan mém Cisco

10S

 Twong tw nhw OSPFv2
— Thém tién td “ipv6” vao cac Iénh giao dién va ché dd EXEC
hién co.
- Giao dién dwoc cau hinh trwe tiep

— Thay thé I1énh mang
« Ché dé bo dinh tuyéen IPv6 “goc”
— Khéng phai la ché do con cla Iénh router ospf.




Kich hoat OSPFv3 trén toan cau

dinh tuyén unicast ipvé6
!
bé dinh tuyén ipvé ospf 1
router-id 2.2.2.2




Kich hoat OSPFv3 trén giao dién

giao dién Ethernet0/0
Pia chi IPv6 3FFE:FFFF:1::1/64

ipv6é ospf 1 area O




Vi du cau hinh OSPFv3

BS dinh tuyén 1#

giao dién S1/1

Pia chi IPv6 2001:410:FFFF:1::1/64
ipv6é ospf 100 area O

giao dién S2/0
Pia chi IPv6 3FFE:BOO:FFFF:1::2/64
ipv6é ospf 100 area 1

bé dinh tuyén ipvé ospf 100
router-id 10.1.1.3

B6 dinh tuyén 2#
giao dién S3/0
Pia chi IPv6 3FFE:BOO:FFFF:1::1/64

ipvé ospf 100 area 1 Area 0

bé dinh tuyén ipvé ospf 100
router-id 10.1.1.4

2001:410:ffff:1::1/64

314P_112
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